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Purpose - Deepfake-related cybercrime is an increasingly troubling
ARTICLE HISTORY cybersecurity threat, since such content can now be produced from a single facial
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CNN; Methods - A controlled experiment compared a simple CNN (trained from
Computational scratch) and ResNet50 (two-phase fine-tuning) on 20,000 images from the
efficiency; Kaggle Deepfake and Real Images dataset (80:10:10 split, seed = 42). Candidate
Deepfake; images were deduplicated before the data split; zero cross-split duplicates were
Fine-tuning confirmed. ResNet50 used ResNet-specific preprocessing; the CNN used inputs

normalized to [0,1]. Evaluation used accuracy, precision, recall, F1-score, AUC-
ROC, and specificity, with a paired McNemar's test as the primary significance
measure.

Findings - The CNN outperformed ResNet50 on six of seven metrics (accuracy
90.90% vs. 89.80%; AUC-ROC 97.08% vs. 96.52%), while ResNet50 achieved
higher recall (93.10% vs. 91.80%). The accuracy difference was not statistically
significant (p = 0.200). The CNN was 69.5 times smaller and trained faster (12.2
vs. 16.5 minutes). Neither model showed clear overfitting.

Research implications - The findings rest on a single subset, a single split, and
a single training run per model, limited to 20 epochs; the potential of ResNet50
with longer training has not been explored.

Originality - This study combines accuracy, generalization-related diagnostics,
and efficiency in a single controlled comparison, applies a paired test appropriate
for a shared test set, and filters duplicates before the data split.
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INTRODUCTION

The development of artificial intelligence (AI) continues to advance and brings many benefits, but it
has also produced negative consequences, including excessive dependence [1] and serious
cybersecurity concerns [2]. One increasingly troubling form of cybersecurity threat today is the
misuse of deepfake technology [3], a threat that has grown rapidly enough to prompt a systematic
literature review documenting more than a hundred distinct detection methodologies in recent years
[4]- This threat is very real and continues to grow, given that deepfake images can now be produced
from a single facial photo using freely available open-source one-shot face-swapping techniques [5].
Compounding this situation, human ability to distinguish real images from fake ones remains fairly
limited, ranging from 48.2% to 59% depending on the experiment [6], making manual detection a
genuine challenge. This situation is what drives the need for an automated, accurate, and efficient
deepfake detection system.

To address this problem, various deep learning approaches have been developed, one of the most
widely used being the Convolutional Neural Network (CNN), which has proven effective at extracting
and recognizing visual patterns in images [7]. CNNs themselves come in various levels of complexity,
ranging from computationally cheap lightweight architectures to much deeper networks such as
ResNet50, which can capture more complex visual features through its residual learning mechanism
[8], consistent with a broader review of CNN architecture evolution that documents the trade-off
between network depth and computational cost [9]. This difference in complexity directly affects
both model performance and computational requirements, an important consideration when models
are deployed under real-world conditions that often involve limited infrastructure.

Research on deepfake image detection using CNN and ResNet50 generally falls into three streams.
The first stream focuses on comparisons among pretrained architectures. In [10], VGG16,VGG19, and
ResNet50 were compared on 1,200 deepfake images, with VGG19 performing best at 98.5% accuracy,
while [11] showed that pretrained ResNet50 features combined with XGBoost can achieve an AUC of
0.99 without full fine-tuning. Generalization remains a persistent challenge in these pretrained-
architecture comparisons, as shown by a large-scale, multi-team deepfake detection and
reconstruction challenge, in which most submitted models struggled to maintain performance
outside their training data distribution [12]. The second stream focuses on computational efficiency;
outside the deepfake domain, [13] examined ResNet50 architecture adjustments to reduce
overfitting in skin disease classification, indicating that efficiency- and generalization-oriented
refinements to this backbone are a recurring theme in adjacent imaging domains. The third stream
examines the effectiveness of fine-tuning itself, as in [14], which achieved a 98.11% AUC on the Celeb-
DF dataset after fine-tuning ResNet50.

In this context, fine-tuning is typically implemented as a two-phase transfer learning strategy: the
first phase freezes the entire pretrained backbone and trains only the newly added classification
layer, while the second phase unfreezes the upper portion of the backbone — for example, the last
30 layers of ResNet50 — and retrains it together with the head using a very small learning rate to
avoid destroying previously learned representations [15], [16]. In at least one medical imaging
application, this staged strategy was shown to improve classification performance compared with
single-phase fine-tuning [17] whether this benefit generalizes across other architectures and
imaging domains is not established by that single study and is not assumed here.

Architectural complexity does not always translate into better final performance, as concluded in
[18] and reinforced by a study that distilled a complex deepfake detector into a model with 10,000
times fewer parameters while incurring only a small accuracy drop [19]. This is consistent with a
basic principle in deep learning model development: adding network depth is only effective if
matched with domain relevance and an appropriate training strategy [20]. This principle motivates
a direct, controlled test between a simple model and a complex model on the same domain, rather
than simply comparing accuracy scores across studies with differing experimental conditions, given
that differences in dataset, sample size, and evaluation protocol across studies make direct cross-
paper comparisons methodologically difficult to justify.
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Studies comparing various pretrained architectures [10] generally do not include a simple CNN
baseline and do not measure computational efficiency, leaving it unclear whether the reported
accuracy advantage is commensurate with the computational cost incurred. The efficiency study [13]
was conducted outside the deepfake domain, so its findings may not necessarily hold for the visual
artifact characteristics typical of deepfake images. The study focusing on ResNet50 fine-tuning [14]
evaluated only a single architecture without a comparison point, so it cannot show whether the high
performance achieved is genuinely due to architectural complexity or is also attainable by a much
simpler, easier-to-train model. It therefore remains empirically unclear whether fine-tuned
ResNet50 truly outperforms a simple CNN when both are tested on exactly the same dataset,
configuration, and computing environment, and, when compared on a shared test set, whether the
difference is assessed using a statistical test appropriate for paired predictions rather than being
compared solely on the basis of raw accuracy differences.

In practice, choosing a deep learning architecture is not only a matter of accuracy but also of
implementation feasibility. System developers, social media platforms, and cybersecurity
institutions generally operate with limited computing infrastructure, so training time and model size
become just as important as accuracy alone. A model that is theoretically more accurate but requires
much longer training time, large GPU memory, or a storage size that is impractical to update regularly
may be less feasible to deploy than a lighter model with slightly lower performance. Testing a simple
CNN and a fine-tuned ResNet50 within a single controlled experimental framework that uses the
same dataset, model-appropriate preprocessing, and the same training environment is intended to
provide a fairer and more practically useful answer than simply comparing reported accuracy figures
obtained under differing experimental conditions.

This study aims to:

1. Compare the performance of a simple CNN trained from scratch against a fine-tuned two-
phase ResNet50 in detecting deepfake images within a controlled and identical experimental
framework.

2. Analyze the computational efficiency of both models based on training time and parameter
count as indicators of implementation feasibility in resource-limited environments.

3. Empirically evaluate, within this controlled comparison, whether the more complex fine-
tuned model consistently produces better detection performance than the simple CNN.

4. Determine the superior model, for the reported run, based on the balance between
classification performance and computational efficiency.

This study hypothesizes that a simple CNN trained from scratch can achieve classification
performance equal to or better than a fine-tuned ResNet50, with an accuracy difference that is not
statistically significant, while offering a much greater computational efficiency advantage,
particularly in training time and model size. A model is considered superior in this study if it achieves
a minimum test accuracy of 85% with a shorter training time in the reported run.

METHOD
Research Design

This study uses a quantitative, controlled comparative experiment to examine the difference in
deepfake image detection performance between two model pipelines: a simple CNN trained from
scratch and a fine-tuned two-phase ResNet50, run on the same dataset, model-appropriate
preprocessing, and training environment. Because architecture, initialization, preprocessing,
learning-rate schedule, and trainable-layer configuration differ simultaneously, this design cannot
isolate the causal contribution of architecture alone; the observed differences are attributed to the
model-training pipeline as a whole. Both models were trained and evaluated on a single random
train/validation/test split (seed = 42) and a single training run per model, without replication across
seeds or repeated runs a limitation discussed at the end of this article.
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Object and Sample

The object of this study is a digital image dataset consisting of two classes, real images and deepfake
images, obtained from the public Deepfake and Real Images dataset on Kaggle [21], which originally
contained 190,335 images (95,134 Fake, 95,201 Real after merging the original
Train/Validation/Test folders). Owing to the computational limitations of the Google Colaboratory
Free Tier, this study used a subset. A total of 16,000 candidate images per class were drawn from the
combined pool, then filtered using exact (MD5) and near-duplicate (8x8 perceptual hash, Hamming
= 0) checks applied jointly across both classes. This process removed 14 near-duplicates from the
Fake candidates, and 467 exact duplicates and 170 near-duplicates from the Real candidates, leaving
10,000 unique images per class (20,000 total). This subset was divided into training (15,999 images,
80.0%), validation (2,001 images, 10.0%), and test (2,000 images, 10.0%) sets via stratified random
sampling (seed 42). A dedicated verification step confirmed zero exact/near-duplicate images
leaking across partitions, both before and after training.

Instrument

The primary instruments of this study are two deep learning architectures built using the
TensorFlow/Keras framework:

1. A simple CNN consisting of three stacked convolutional blocks (32-64-128 filters) with
BatchNormalization, GlobalAveragePooling2D, and a fully connected layer, trained from
scratch (355,937 parameters, 354,273 trainable, *1.36 MB); and

2. ResNet50 with ImageNet-pretrained weights, trained using a two-phase transfer learning
strategy feature extraction (all 175 layers frozen) and fine-tuning (last 30 layers activated)
with a total of 24,771,457 parameters (1,182,209 trainable in the classification head during
Phase 1; 23,589,248 in the frozen backbone).

All experiments were run on Google Colaboratory with a Tesla T4 GPU, supported by libraries such
as kagglehub, scikit-learn, imagehash, statsmodels, and psutil for resource monitoring.

Procedures

The procedure covered dataset acquisition, deduplication and data splitting, preprocessing, model
design, training, testing-evaluation, and comparative analysis (Figure 1).
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Figure 1. Research flow diagram.
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After the data split, images were resized to 160x160 pixels. Preprocessing differed per model: the
simple CNN received pixels normalized to [0,1], while ResNet50 received raw pixels [0,255]
internally converted by keras.applications.resnet50.preprocess_input (BGR conversion + ImageNet
mean centering), as required by its pretrained weights; uniform [0,1] normalization for both models
as in an earlier version of this experiment would give ResNet50 an input distribution inconsistent
with its pretrained features, so this model-specific preprocessing was used for all reported results.
Augmentation (horizontal/vertical flip, brightness +0.15, contrast [0.85-1.15], saturation [0.8-1.2],
hue +0.05) was applied identically to both pipelines, with clipping to each model's valid range after
augmentation.

Both models were trained with an identical configuration: batch size 8 (chosen due to Tesla T4 VRAM
limitations, particularly to accommodate ResNet50's memory footprint at 160x160 resolution with
mixed precision), mixed precision (float16), Adam optimizer, binary cross-entropy loss, a 0.5
classification threshold, and three callbacks: EarlyStopping (validation accuracy, patience 7, min
delta 1x107* best weights restored), ReduceLROnPlateau (validation loss, factor 0.3, patience 4, min
delta 1x107°, minimum LR 1x107®), and ModelCheckpoint (best weights based on validation
accuracy). The simple CNN was trained for a maximum of 20 epochs (LR 1x107*); ResNet50 was
trained in two phases — up to 10 epochs of feature extraction (LR 1x107*) and 10 epochs of fine-
tuning (LR 1x107°). All relevant seeds (data split, weight initialization, augmentation/shuffling) were
set to 42 before the dataset split and model construction.

Both models were evaluated on the same 2,000-image test set, which had not been seen during
training/validation. The entire process, from dataset acquisition to final evaluation, was carried out
in a single Google Colaboratory runtime session.

Analysis plan

Performance was analyzed using standard classification metrics (accuracy, precision, recall, F1-
score, AUC-ROC, specificity) derived from the confusion matrix on the test set. Computational
efficiency was analyzed through total training time, time per epoch, throughput, parameter count,
and model size. Training-validation and validation-test consistency were assessed via the accuracy
gap at the best epoch; since all subsets originate from the same source collection, these diagnostics
indicate within-dataset consistency rather than generalization to a different dataset, manipulation
method, or acquisition condition.

Because both models were evaluated on the same 2,000 test images, their predictions are paired, so
the primary significance test is McNemar's test on the 2x2 contingency table of discordant-
concordant predictions. As a descriptive complement, 95% confidence intervals for accuracy were
computed per model (normal approximation for a binomial proportion), and a two-proportion z-test
was used as additional context — not as the primary inferential evidence, since this test assumes
independence that does not actually hold here. All comparisons are based on a single data split (seed
42) and a single run per model, not an average across multiple seeds.

Limitation

This study has several limitations. First, the 20,000-image subset drawn from 190,335 images may
affect generalization, although its scale exceeds what has been shown adequate in a prior ResNet50
fine-tuning study [22]. Second, training was capped at 20 epochs due to the Colab Free Tier runtime
limit (~12 hours), so ResNet50's performance with longer training remains unexplored. Third, this
study did not compare other architectures beyond the simple CNN and ResNet50, nor hardware
beyond Colab, so the computational efficiency results are infrastructure-specific. Fourth, all results
are based on a single splitand a single run per model (although data, weight, and augmentation seeds
were controlled), so run-to-run variance from stochastic initialization cannot be assessed. Fifth,
duplicate filtering targeted only exact matches and near-duplicates at Hamming distance = 0, and did
not cover non-zero-distance near-duplicates (e.g., slight crops or rotations) that would require an all-
pairs comparison; residual cases below this threshold cannot be fully ruled out even though cross-
split checks found no matches. Sixth, training/validation/test consistency reflects performance
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within a single source collection and does not indicate generalization to a different dataset,
manipulation method, or acquisition condition.

RESULTS AND DISCUSSION

Results

The experiment was run using hyperparameter configurations tailored to each model but aligned
with one another, including a 160x160 pixel input size, batch size 8, a maximum of 20 epochs, and
mixed precision (float16) to optimize VRAM usage on the Tesla T4 GPU. The simple CNN used a fixed
learning rate of 1x10~* while ResNet50 used a learning rate of 1x10~* during the feature extraction
phase and 1x107° during fine-tuning.

The simple CNN architecture, consisting of three stacked convolutional blocks with a gradually
increasing number of filters (32—-64—128), GlobalAveragePooling2D, and a fully connected layer, is
shown in Figure 2.

Input Image (160x160)

!

Conv Block 1 - 32 filters

 Conv2D - BatchNorm - ReLU [+ convap | BatchNorm |+ ReLU HMaxPoolingzn

|

Conv Block 2 - 64 filters

ConvD ~f BatchNorm - ReLU | ConvD |{ BatchNorm [ ReLU - MaxPooling2D

|

Conv Block 3 - 128 filters

Conv2D ~ BatchNorm — RelU |—~| Conv2D —>{ BatchNorm |—> RelLU HMaxPoolingZD

|

GlobalAveragePooling2D
'

Dense - 256 units
Dropout (0,5)
¥
Dense - 128 units
Dropout (0,3)
!
Output - Sigmoid (float32)

355,937 parameters
(354,273 trainable), = 1,36 MB

Figure 2. Simple CNN architecture.

The ResNet50 architecture, trained using a two-phase transfer learning strategy (feature extraction
followed by fine-tuning of the last 30 layers) with ResNet-specific input preprocessing applied inside
the model, is shown in Figure 3.
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Figure 3. ResNet50 architecture with two-phase transfer learning.

The simple CNN was trained for the full 20 epochs, with the best weights restored from epoch 19,
achieving a validation accuracy of 90.90% and a validation loss of 0.2333. ResNet50 was trained in
two phases: feature extraction completed in 422.5 seconds (7.0 minutes), followed by fine-tuning,
which completed in 567.3 seconds (9.5 minutes); the best combined validation accuracy across both
phases reached 91.00% at epoch 17, with a validation loss of 0.2270. On the 2,000-image test set, the
simple CNN outperformed ResNet50 on six of seven evaluation metrics, while ResNet50 achieved
higher recall, as summarized in Table 1.

Table 1. Comparison of evaluation results on the test set

Metric Simple CNN ResNet50 FT Best
Loss 0.2370 0.2422 CNN
Accuracy 0.9090 (90.90%) 0.8980 (89.80%) CNN
AUC-ROC 0.9708 0.9652 CNN
Precision 0.9018 0.8734 CNN
Recall 0.9180 0.9310 ResNet50
F1-Score 0.9098 0.9013 CNN
Specificity 0.9000 0.8650 CNN

Using the 95% normal-approximation confidence interval for a binomial proportion (n = 2,000 for
each model), the simple CNN's test accuracy of 90.90% corresponds to a 95% CI of [89.64%, 92.16%)],
while ResNet50's test accuracy of 89.80% corresponds to a 95% CI of [88.47%, 91.13%]; the two
intervals overlap. A two-proportion z-test comparing the two accuracies produced z = 1.18 (p =
0.239), reported here only as descriptive context, since this test treats the two sets of 2,000
predictions as independent even though both were evaluated on the same test images.

Because both models' predictions on the shared test set are paired, McNemar's test was used as the
primary significance test. Of the 2,000 test images, both models were correct on 1,673 images and
both incorrect on 59 images; the CNN was correct while ResNet50 was wrong on 145 images, and
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ResNet50 was correct while the CNN was wrong on 123 images. McNemar's chi-square statistic with
continuity correction was 1.65 (p = 0.200), indicating that the accuracy difference between the two
models is not statistically significant at = 0.05 consistent with the overlapping descriptive confidence
intervals above. Confusion matrix analysis (Tables 2 and 3) shows that the simple CNN correctly
detected 918 of 1,000 deepfake images (82 False Negatives) and misclassified 100 real images as
deepfake (False Positives). For comparison, ResNet50 correctly detected 931 deepfake images (69
False Negatives) and misclassified 135 real images as deepfake.

Table 2. Confusion matrix of the simple CNN (N = 2,000)

Predicted: Fake Predicted: Real
Actual: Fake 918 (TP) 82 (FN)
Actual: Real 100 (FP) 900 (TN)

Training-validation consistency was fairly good for both models. The CNN's training accuracy at the
best epoch (86.71%) was below its validation accuracy (90.90%, a —4.19 percentage-point gap), and
its validation-to-test accuracy gap was 0.00%. ResNet50's training accuracy at the best epoch
(91.33%) was close to its validation accuracy (91.00%, a +0.33 percentage-point gap), and its
validation-to-test accuracy gap was 1.20%. No pattern indicating clear overfitting was observed in
the reported run; since all three subsets originate from the same source collection, these gaps
indicate within-dataset consistency, not generalization to unseen data.

Table 3. Confusion matrix of the fine-tuned ResNet50 (N = 2,000)

Predicted: Fake Predicted: Real
Actual: Fake 931 (TP) 69 (FN)
Actual: Real 135 (FP) 865 (TN)

In terms of computational efficiency, the simple CNN completed training in 730.6 seconds (12.2
minutes), faster than ResNet50, which required 989.8 seconds (16.5 minutes) in this run, while also
being about 69.5 times smaller in parameter count, as detailed in Table 4.

Table 4. Comparison of computational efficiency

Efficiency Metric Simple CNN ResNet50 FT
Total training time 730.6 s (12.2 min) 989.8 s (16.5 min)
Throughput (sample/s) 438.0 323.3
Parameter count 355,937 24,771,457
Model size 1.36 MB 94.50 MB
Test accuracy 0.9090 (90.90%) 0.8980 (89.80%)

Finally, the exact- and near-duplicate filtering applied jointly across both classes before sampling
removed 0 exact and 14 near-duplicate images from the Fake candidates, and 467 exact and 170
near-duplicate images from the Real candidates. Post-split verification, repeated both immediately
after the data split and after training and evaluation were complete, confirmed zero exact-duplicate
or identical perceptual-hash images spread across the training, validation, and test partitions.

The simple CNN's advantage on six of seven metrics is most likely related to its architectural design,
although this study's controlled design cannot fully separate the contribution of architecture from
other shared factors such as the sampled data subset, the shared training-duration cap, and the
Google Colaboratory training environment, discussed further in the Limitations section. The three
stacked convolutional blocks, with a gradually increasing number of filters (32—64—128), follow the
principle of hierarchical feature learning, in which early layers capture simple patterns such as edges
and textures while later layers capture patterns more specific to deepfake manipulation artifacts. The
use of GlobalAveragePooling2D instead of Flatten also helps reduce the parameter count while
providing an implicit regularization effect, since this layer has no parameters to optimize and thus
naturally reduces the tendency toward overfitting [23].

With the correct ResNet-specific preprocessing applied, ResNet50's performance improved
substantially compared with an earlier version of the experiment that used incorrect preprocessing,
and its test accuracy (89.80%) is now close to, and statistically indistinguishable from, the simple
CNN (90.90%; McNemar's p = 0.200). ResNet50 achieved the higher recall of the two models (93.10%
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vs. 91.80%), meaning it proportionally missed fewer actual deepfakes, at the cost of a higher false-
positive rate on real images (135 vs. 100). This precision-recall trade-off is a meaningful practical
consideration regardless of overall accuracy: a system that prioritizes catching as many deepfakes as
possible, even at the cost of more false alarms on genuine content, might prefer ResNet50's operating
point, while a system that prioritizes minimal disruption to legitimate content might prefer the CNN.

The finding that a simple CNN can match a fine-tuned ResNet50 in this controlled comparison
broadly aligns with [24], which concluded that architectural complexity does not always translate
into better final performance in deepfake detection, and also aligns with this study's own hypothesis,
which anticipated a statistically non-significant accuracy difference rather than a clear advantage for
either model. This finding should be read as evidence of comparable performance under the current
controlled conditions, not as proof that a simple CNN generally surpasses a fine-tuned ResNet50
under other conditions.

These findings carry practical implications for architecture selection in deepfake detection systems,
particularly in infrastructure-constrained scenarios. The simple CNN's compact model size (1.36 MB)
and lower parameter count make it a promising candidate for deployment on edge or mobile devices;
however, this study evaluated computational efficiency only from the training side (training time,
throughput, parameter count) and did not benchmark inference latency, memory footprint, energy
consumption, or performance on representative mobile/edge hardware, so this deployment
potential should be treated as a direction requiring dedicated evaluation rather than an established
conclusion. ResNet50, at 94.50 MB, remains better suited to server infrastructure with dedicated
GPUs. In this run, the simple CNN's shorter training time also indicates a potential computational cost
advantage if the model needs to be retrained periodically to keep up with evolving deepfake
techniques, although this advantage was observed in a single run and has not been confirmed across
repeated trials. The false-negative rate of both models (8.2% for the CNN, 6.9% for ResNet50) is not
yet low enough to support deployment as the sole security mechanism in critical systems such as
identity verification; both are more appropriately used as an initial detection layer combined with
further review for ambiguous cases.

This study contributes by combining classification accuracy, training-validation-test consistency
diagnostics, and computational efficiency within a single controlled experimental framework specific
to deepfake image detection, applying a statistical test appropriate for a shared test-set design
(McNemar's test) rather than relying solely on independence-based tests. Through a corrected
replication of the experiment, this study also demonstrates the practical importance of applying
architecture-specific preprocessing to pretrained models and of filtering cross-partition duplicates
before not only after the train/validation/test split is finalized, both of which significantly changed
the comparison results relative to an earlier, uncorrected version of the experiment. This study
provides empirical evidence that directly tests the assumption that complex, fine-tuned architectures
always outperform simpler models trained from scratch, an assumption rarely tested under
controlled conditions, particularly in the deepfake domain.

This study has several limitations worth noting. The 20-epoch cap, imposed by Google Colaboratory
Free Tier constraints, means ResNet50's performance with much longer training remains
unexplored. This study also did not test other deep learning architectures beyond the simple CNN
and ResNet50, nor was it evaluated on hardware outside the Google Colab environment, so the
computational efficiency results are specific to that infrastructure. All findings are based on a single
random data split and a single training run per model, without repeated trials across multiple seeds;
the reported performance differences should therefore be read as a single-trial comparison rather
than an average with an estimate of run-to-run variance. McNemar's test, reported as the primary
significance test, is appropriate for the paired prediction structure of this comparison and shows no
significant difference in accuracy between the two models on this test set; this result pertains to
sampling uncertainty within the single training run underlying this fixed test set, and does not by
itself establish that the model ranking would remain stable across different weight initializations or
resampled splits, which would require multi-seed replication. Finally, duplicate filtering in this study
covered exact matches and identical perceptual-hash near-duplicates; it did not remove near-
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duplicates at non-zero Hamming distances, which could be further addressed through a thorough all-
pairs comparison.

Based on these limitations, future research is encouraged to run experiments using the full dataset
(190,335 images) on a more capable computing platform, and to extend ResNet50 training beyond
20 epochs to more thoroughly explore its potential with longer training. Replicating this comparison
across multiple random seeds and data splits would help establish whether the current findings are
stable rather than specific to a single run. Testing pretrained architectures more relevant to the facial
domain, such as EfficientNet-BO, which has shown strong performance in combination with
ResNet50 for image classification tasks [25], is also recommended. For system developers, the simple
CNN can be considered as an initial detection layer in edge- or mobile-based applications, pending
dedicated inference hardware benchmarks, combined with additional verification mechanisms for
cases that fall into a gray area.

CONCLUSION

This study was designed to address the gap outlined in the introduction namely, the absence of a
controlled comparison between a simple CNN and a fine-tuned ResNet50 within an identical
experimental framework that also accounts for computational efficiency and applies a statistically
appropriate paired significance test. The experimental results support the study's hypothesis: the
simple CNN trained from scratch achieved a test accuracy of 90.90%, equivalent to and statistically
indistinguishable from the fine-tuned ResNet50's 89.80% (McNemar's p = 0.200), while
outperforming ResNet50 on six of seven descriptive metrics and offering a far greater efficiency
advantage — approximately 69.5 times smaller in model size and faster to train in this run. Because
this comparison is based on a single random data split and a single training run per model, and both
models shared the same data subset, training-duration cap, and Colab environment, these findings
should be interpreted as evidence from a single controlled run, not as a precision estimate fully
attributable to architecture or stable across runs. The efficiency advantage held consistently across
all reported metrics (training time, throughput, parameter count, model size), while the accuracy
comparison, though descriptively favoring the CNN, did not reach statistical significance — a pattern
consistent with, rather than contradicting, the study's hypothesis of an equivalent, statistically non-
significant accuracy difference accompanied by a substantial efficiency advantage.

These findings open opportunities for further development, particularly on aspects not yet fully
explored in this study. Going forward, this research could be developed into a deepfake detection
system evaluated for deployment on mobile or edge applications, pending dedicated inference
hardware benchmarks, given the simple CNN's very compact model size. The same approach could
also be extended to test other pretrained architectures more relevant to the facial domain, replicated
across multiple seeds, and combined with frequency- or temporal-based analysis to improve the
system's robustness against future video-based deepfakes.
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